
CRM Audit Success Story: How to 
Prepare for the PHMSA Audit in a 
Changing Environment

Russel Treat 
EnerSys Corporation CEO



2EnerSysCorp.com  | CRM Audit Success Story: How to Prepare for the PHMSA Audit in a Changing Environment

Introduction 

PHMSA recently initiated a control room inspection initiative to dive deeper into control 
room policy, procedures, and implementation to ensure alignment with the CRM Rule (49 
CFR 192.631 for natural gas transport and CFR 195.446 for liquid transport). Additionally, 
PHMSA has accelerated the pace of inspections via virtual inspections in the COVID-19 era.

The shifting nature of the audit has introduced a host of challenges for control room 
managers and other personnel to fully address the audit and validate compliance with the 
CRM Rule.

In 2021, EnerSys Corporation supported a U.S. pipeline operator through the entire audit 
experience, providing us with unique insights into how to navigate a PHMSA inspection 
during the current audit environment. Our support was not limited to the actual audit, 
though. We supported the operator well before the audit, which positioned them for a 
successful experience. 

Consider the comprehensive nature of our Control Room Management workflow to 
help the operator achieve a positive outcome:

1. We performed an initial Compliance Review (gap analysis) of the operator’s Control 
Room Management Program to understand their current compliance state, gaps, and 
relevant corrective action.

2. Through a collaborative approach, we updated the operator’s CRM policies and 
procedures to establish a thorough, clear, and achievable foundation for the CRM 
program.

3. The operator sought to implement new policies and procedures, but they needed our 
expertise to execute the implementation and to ensure that adequate recordkeeping 
was taking place. The goal at this stage was to improve operational effectiveness 
through the use of our robust software tools and close compliance gaps.

4. One year after the initial review, we performed another Compliance Review to track and 
understand progress. We included this evaluation as part of audit preparation before 
the actual audit.

5. Our team provided full support for the pipeline operator during the audit to satisfy 
PHMSA inquiries. 

6. Following the audit, we launched a post-audit CRM Compliance Support Program to 
ensure the operator had a structured system for ongoing CRM compliance. We backed 
this effort by providing access to our CRM regulatory subject matter experts (SMEs).

https://www.enersyscorp.com/solutions/control-room-audit-support/
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Challenge for the Pipeline Operator: 
Corporate Change & Silos

The oil and gas pipeline industry is constantly changing. Mergers, acquisitions, divestitures, 
and joint ventures have created tremendous stress on operators transitioning to new 
operating realities. Because the status of assets is constantly in flux, these corporate 
changes have affected Control Room Management.

• Who is responsible for the safe operation of each asset?

• Where are control room personnel located?

• Can personnel be combined into one location?

• Who is responsible for managing each remaining control room?

• Are changes properly managed to ensure CRM requirements are met by the regulatory 
required deadline? For example, is controller training, alarm rationalization, point-to-
point verification, and set point review being performed prior to the operation of new 
assets?

• Are other groups (e.g. SCADA/IT, field, and management) bought into the control room 
operations philosophy?

• Is the control room helping the other groups buy into the importance of Control Room 
Management by providing training?

Additionally, many operators are struggling to move away from an E&P mindset, which is 
not control room-focused, to a midstream mindset. Breaking down silos and educating 
personnel on the importance and value of CRM can help with this transition. It’s important 
that everyone in the operation understands the value of the control room as it relates to 
operational effectiveness and risk mitigation.

There are many lessons learned from the operator’s perspective that can help other operators 
understand how to prepare for a successful CRM audit – whether the audit takes place in-
person or virtually. By sharing these lessons, our goal is to help operators understand how to 
streamline the audit preparation process and successfully pass the audit.

By simplifying the complexity of the CRM audit in a changing environment, operators can 
reduce effort, increase audit readiness, and naturally comply with PHMSA CRM regulations.

To better understand this desired outcome, we need to go back in time to when the 
pipeline operator started their journey of facing CRM compliance challenges.
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The pipeline operator that we supported had to navigate these challenges following a 
corporate changeover and break down silos that existed between the various groups 
in the company. It was particularly challenging getting other groups to buy into the 
importance of Control Room Management at the onset.

Once there was a clear understanding, then corporate leadership bought into the idea 
of planting a firm foundation for CRM compliance for their new entity. This meant the 
operator needed a starting point to make progress. We established a workflow to help 
the operator realize improvements in their CRM program.

Our CRM Workflow to Support the 
Pipeline Operator

The pipeline operator already had prior experience with our software tools prior to the 
corporate changeover. Our customer had utilized the CRMgr module in our POEMS® 
Control Room Management Suite (CRM Suite), which created a natural pathway to 
launch our workflow.

Our initial solution at the post-corporate changeover stage in 2020 was to utilize our 
POEMS ComplyMgr software tool to initiate a CRM Compliance Review. Using this tool, we 
provided the operator with a baseline assessment of their current compliance state.

• The operator was using a Control Room Management Plan (CRMP) to satisfy the General 
Requirements of the PHMSA CRM Rule. However, their program was not mature and had 
been piecemealed together over the years by various authors.

• The operator needed support taking the next steps to mature the program. We 
performed a gap analysis by asking 123 questions covering each of policy, interview and 
observation, and recordkeeping for a total of 369 questions.

• The gap analysis revealed 188 items that required attention related to their control 
room policy, procedures, and implementation. Our question set helped identify the top 
priorities that needed to be addressed.

After completing the initial Compliance Review, we left the operator with a Compliance 
Review Report, which detailed the perceived gaps and a plan for corrective action. Based 

ComplyMgr Compliance
Review

CRM Policy 
and Procedure 
Update

CRM 
Support 
Program

Audit 
Support
(as needed)

EnerSys Workflow

https://www.enersyscorp.com/software/crm-suite/
https://www.enersyscorp.com/solutions/control-room-audit-support/
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on these results, the operator decided to continue the engagement by having us rewrite 
their CRMP.

At this stage, we focused on closing policy gaps and setting a solid foundation for 
operational effectiveness and CRM compliance. However, re-writing the CRMP took time 
to complete because of corporate changes, restructuring, and ambiguity regarding how to 
answer CRM-related questions due to the new entity’s lack of operating experience.

It was important we structure the new CRMP in alignment with the CRM Rule and PHMSA 
inspection questions, while also ensuring that the document was sufficiently tailored 
to reflect the operator’s actual operating reality. This was important because a simple 
restatement of the CRM Rule or an off-the-shelf document is no longer adequate in the 
new audit environment.

We also had to factor in the operator’s current operating reality, as they had multiple 
control rooms and they were looking to build out another one as they grew. We took the 
following approach to support this objective:

• Developed a corporate CRMP that addressed universal policy and procedure.

• Customized site-specific CRMPs where a site-specific policy was required.

• Created a hierarchy where if one section is solved by the corporate policy, then the site-
specific CRMP should refer to the corporate policy, or vice versa.

We focused on creating a hierarchy that everyone in the organization could understand 
and follow to ensure safe operations, efficiency, and compliance with the CRM Rule:

• Corporate level CRMP was the parent.

• Site-specific CRMPs were the children.

• Site-specific procedures and forms were the next level down.

The timing was ideal, as we were 
able to complete this project in 
time for a PHMSA control room 
inspection, which required audit 
support at the next stage of our 
workflow.
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Our Specific CRM Audit Support
In Summer 2021, the operator received notice that they would be subject to a CRM audit 
in November 2021. We initiated an audit support program to prepare them for the audit.

1. We performed a second compliance review. By the time of the second compliance 
review a year later, a lot of the questions that were originally hard to pin down were 
easier to answer. Plus, there was a significant improvement in policy and procedure 
compliance based on work we had done as part of our workflow. As part of our 
commitment to help the operator achieve continuous improvement, we focused on 
measuring the improvements and identifying other gaps that may remain.

The question was: Did the operator close the gaps identified in the initial compliance 
review? To unlock the answer, the new compliance review helped us understand the 
new state and what gaps had been closed.

After unlocking the answer, we performed another gap analysis to see where progress 
was made. We compared the results of their current state against the previous year’s 
review to measure progress. We determined there was significant progress, as many 
policy gaps had been closed.

2. We helped close more gaps in the CRMP, policy, and implementation. Through a 
collaborative process, we helped polish the operator’s new CRMP based on knowledge 
gained by operating under the new policies and procedures.

A significant portion of our effort at this stage was to ensure that the CRMP and relevant 
procedures were implemented in such a way that records were created and could be 
located to prove compliance. This was especially true for the monthly and annual CRM 
reviews that are requirements of the CRM Rule.

The operator was also able to target specific areas of Control Room Management by 
utilizing our Control Room Management software suite (CRM Suite). The modules in 

BEFORE AFTER
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our CRM Suite focus on specific areas of the CRM Rule to help drive improvements 
and Natural Compliance with PHMSA requirements. Specifically, having already 
utilized our software tools, the operator was way ahead of the game in terms of CRM 
implementation and record-keeping without adding work.

3. We performed a thorough pre-audit review. We supported the operator with a final 
walk-through of focus areas for the audit. One of the focus areas was to ensure that 
the operator could easily access all necessary documents and records in our software 
database (the POEMS Document Library and Compliance Log software).

Another focus area was to pose questions to controllers so that they would be prepared 
for the audit questions. Through our prior experience supporting other operators with 
the audit, we helped this operator’s personnel understand what type of questions to 
expect from the PHMSA inspector.

We also walked through the control room to make sure documents and records (e.g. call 
lists, MAOP lists, etc.) were readily available as mentioned in the CRMP.

4. We organized and briefed the audit team. After we helped lay the groundwork for 
the audit, we served as an intermediary to bring together various personnel from 
various levels in the organization. This included upper-level management, control room 
managers, SCADA team reps, HSE (Health, Safety, and Environmental) reps, OQ Training 
Managers, and compliance representatives from the region and the field. We brought 
everyone up to speed by answering their questions about what had been done to 
prepare for the audit.

5. We supported the actual audit and represented the operator during the audit. 
The PHMSA CRM audit was performed virtually. During the audit, we helped the 
operator satisfy each inquiry from the inspector. The organization and thoroughness 
of the CRMP, the application of the CRM Suite, and the efficiency of the audit using our 
ComplyMgr software tool was particularly impressive to the inspector in the virtual audit 
environment.

The completed Compliance Reviews in ComplyMgr were especially helpful as an audit 
cheat sheet for the audit team. Whether it was policy or recordkeeping, we had all the 
answers we needed right at our fingertips.

Whether it was policy or recordkeeping, we had all the 
answers we needed right at our fingertips.
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Lessons Learned in the PHMSA Audit
Through the use of our software tools (ComplyMgr and the CRM Suite), we helped the 
operator produce appropriate documentation and records, highlight their progress in 
closing gaps in their policy vs. implementation, and use our software tools to streamline 
the audit process.

• Using ComplyMgr: We were able to show the inspector the results of the operator’s 
work, which was based on our internal support of identifying and closing gaps, improving 
policies, and helping the operator realize progress over time.

• Using the CRM Suite: We gave the inspector a brief overview of how our tools work to 
intentionally support CRM compliance. This helped build confidence in the operator’s 
commitment to the CRM Rule, plus we were able to show the inspector the ease of use 
for storing records, accessing documents, and producing various reports within the tool.

For example, when the inspector asked for specific records to validate compliance with 
sections of the CRM Rule, the operator was able to pull up each requested record in our 
software’s Compliance Log and Operations Log. This saved a considerable amount of time 
and highlighted the quality of the operator’s program. The operator was impressed that 
our tools made all of the requested information easily available in one place.

Because their CRMP was structured to match the CRM Rule, this created a very 
streamlined audit process. The operator’s personnel were very pleased about how this 
helped them stay organized throughout the audit and present a unified account of control 
room activity to the inspector.

At one point during the virtual inspection, the PHMSA inspector commented that it was 
as if they had been sitting in on PHMSA team meetings discussing exactly what to look for 
during an audit. This was a great compliment to our team that provided pre-audit support 
by updating their CRMP to ensure alignment with the CRM Rule. We also appreciated 
receiving high marks for providing the operator with comprehensive software tools that 
were clearly developed for ease of use and with the CRM Rule in mind.

• The structure of our documents aligned with the CRM Rule thanks to ComplyMgr.

• The flow of the audit was smooth, as the outline of the CRMP paralleled the inspection 
questions.

• The operator was able to go line-by-line addressing each item as the inspector went 
through their questions.

• We didn’t miss anything in our effort to match policies, procedures, and implementation 
against relevant CRM documents (CRM Rule, FAQs, and inspection questions).
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The positive audit experience was particularly rewarding for the operator and our team 
because it came during this era of PHMSA’s tougher, more thorough, and detail-oriented 
approach to the audit. The audit battle-tested our CRMP buildout capabilities and 
software, which confirmed that we are on the right track in providing CRM audit support 
to our clients.

Through our expertise, we ensured that the operator achieved Natural Compliance. This 
is the real value of a comprehensive approach to the PHMSA audit. Natural Compliance 
occurs when:

When put into practice, this was the formula for success for the operator to pass the audit. 
Consider the results.

• Policies and procedures are aligned with the CRM Rule.
• Operators do what they say they are going to do through implementation.
• The work is performed in accordance with policies, procedures, and implementation.
• Records are produced in the background as the work is performed.
• Operators can produce the records to prove compliance.

The Results of Our CRM Audit Support
Avoided CRM fines. Going into the audit, the operator’s main source of concern was 
that they originally had area plants that were labeled “control rooms,” but there was 
inconsistency in their identities. Some control rooms might have fallen under the CRM 
Rule, but they had not matured their approach to CRM. Others may not have been true 
control rooms, as defined by the General Requirements (Section A) of the CRM Rule.

During the corporate changeover, the operator sought to move these potential control 
rooms elsewhere or consolidate them. Because these facilities did not have a history 
of CRM compliance, the operator was concerned they could face fines because of the 
consolidation process. However, our work solved this issue by addressing any potential 
CRM gaps.

No operator will be perfect during an audit, 
but mitigating the risk when you could have an 
issue is a significant part of satisfying the audit.

By the end of the audit, PHMSA determined that 
the operator had minimal findings. We attribute this to our pre-audit gap analysis that 
helped reveal where the operator needed to improve their policy and procedure, which 
then led to corrective action.

Only nominal issues were found 
– and none were surprises.

https://www.enersyscorp.com/2021-phmsa-crm-enforcement-pipeline-control-rooms-general-requirements/
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Our Future Support for the Operator
Now in 2022, the next step in our workflow is to provide the operator with a CRM Support 
Program. Because we have developed a great working relationship, we can leverage our 
additional capabilities to provide more extensive support to fully mature their CRM program.

The combination of our robust control room software, deep bench of control room subject 
matter experts, and our industry-leading consulting support has helped create strong trust 
between our team and the operator. We will continue to work together to close additional 
gaps in their CRM policies and procedures to support continuous improvement.

We believe the CRM Support program is ideal for operators at this stage because it 
creates a system and structure for ongoing CRM implementation. The program is more 
cost-effective than an internal hire and ensures that an operator won’t fall behind or get 
behind the curve again.
Our goal at this stage is to focus on strengthening implementation to support policy 
and procedure optimizations. In the case of the operator that we supported, their team 
does not have to start from scratch because they already did most of the work. We will 

The result was certainly beneficial for the operator, who faced no financial penalties. In 
addition to the positive financial outcome, the operator protected their ability to operate, 
guarded their reputation in the industry and with the public, and showed a commitment 
to being good stewards of their assets.

Increased confidence moving forward. The operator’s team walked out of the audit 
confident in their capabilities. They couldn’t close all of the gaps because they still had to 
break down all of the silos that existed across their operation, but they were prepared to 
take the next appropriate steps.

Primarily, the operator recognized the importance of enhancing the relationship between 
the control room and SCADA teams so that the control room could take an active role in 
the safe management of assets. As a valued consultant, the EnerSys team helped both 
groups think cohesively about how to align with CRM requirements.

Gap analysis provided a roadmap for continuous improvement and Natural 
Compliance. The work we provided through the compliance review, updating their CRMP, 
getting policies in place, providing implementation support, preparing the operator for the 
audit, and helping their team satisfy the audit gave us the credibility to help the operator 
prepare for a better operating reality.
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In Closing: Why Put in This Effort?
This customer success story is the result of the pipeline operator’s long-term investment in 
maturing their CRM programs. Following a corporate changeover, the operator started with 
ComplyMgr, we helped the company navigate corporate change, we incorporated our CRM 
Suite software into the equation, and we helped the operator rise to the challenge of the 
virtual audit experience.

By following the workflow and utilizing our software tools, the operator was fully prepared for 
the audit. The key is that passing the audit is a natural byproduct of doing the little things right 
and striving for operational effectiveness. We call it Natural Compliance.

• Break down silos between the control room, field, and SCADA.
• Improve processes and communications through the effort to break down silos.
• Strive for a high-performance approach to help prevent incidents.
• Mitigate the impact of an incident if one were to occur.
• Always be prepared for the audit!

The question is: why make this investment of time, money, and resources into striving for 
operational effectiveness, risk mitigation, and audit preparation? Why not just eat a potential 
fine for non-compliance – even if it’s a $60,000 fine? (This was the case for some operators in 
PHMSA’s 2021 CRM inspections.) The answer is that a fine is not just a fine. A fine points to 
hidden or larger issues that exist in an operation:

• Greater safety risks, which could turn into pipeline incidents.
• Likelihood of future fines incurring additional costs.
• Negative impact on perception and reputation.
• Misalignment with corporate initiatives.
These will add up to become much larger than a seemingly insignificant fine. The risk of not 
supporting the CRM Rule should be multiplied when determining whether your operation 
wants to continue down the path of non-compliance.

incorporate the lessons learned from the audit experience, perform upfront analysis, and 
support strategic budgetaries to map out the next steps for success.

Along the way, we will remain involved by confirming that the operator is making 
progress. We will also provide training to new personnel on policy and procedures, 
then work toward helping the operator implement the updates in each control room to 
continue breaking down silos and driving toward Natural Compliance.
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Learn More About How EnerSys Corporation Can 
Support Your Operation Through a PHMSA CRM 

Audit.

Contact EnerSys General Manager Ross Adams
radams@enersyscorp.com

281-598-7100

EnerSys Corporation
7979 South Sam Houston Parkway West

Houston, Texas 77085

The old way of thinking is to take your medicine when it’s time for a PHMSA audit. But, our 
success story for this particular pipeline operator highlights that there is a better way.

If operators are willing to make the investment, build the relationships, and use tools to 
support audit readiness, then you will always be prepared for a successful PHMSA audit 
experience in a rapidly-changing regulatory environment.


